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[Tpoxkypop pasbsiCHHAET

[IpoTuBOACHCTBHE KHOEPNPECTYNMHOCTH

KHGepnpecTymHOCTh — 3TO NpecTymHas AesATeNbHOCTh, B PaMKax KOTOpOH
HCTIONB3YIOTCSH OO aTakyloTCs KOMIIBIOTEp, KOMIIBIOTEpHasd CETh WM CETEBOC
yCTPOHCTBO. BONBIIMHCTBO KuOeparak CcOBepIIaeTCs KHOEpIpecTYNHHKaMU HIH
XaKepaM# C LeNbio MOMyYeHns uHaHCOBOM npuObUTH. OJHAKO LeNbio Kubeparak
MOXET OBITh M BBIBEJEHHE KOMIBIOTEPOB WM CETeld M3 CTpOA — M3 JIHYHBIX HIH
MOJHTHYECKUX MOTHBOB.

KubepnpecTymieHuss COBepIIalOT 4YacTHbIE JIMI@ W OpraHu3amud — OT
HAaYMHAIOIMX XaKepoB MO CJIaKEHHBIX TIPYNIHUPOBOK, KOTOPBIE HCIIOIB3YIOT
MPOJIBHHYThIE METOJUKHM ¥ XOPOILIO IMOAKOBAHbI TEXHUYECKH.

Hns npumMepa MOJKHO IIPUBECTHU HEKOTOpEIE Pa3HOBHIHOCTH
KHOepnpecTyIUICHUM:

MOILIEHHUYECTBO C UCIIOIB30BaHUEM JJIEKTPOHHOM ITOYTHI U HHTEPHETA;

Kpaka H(PPOBOY TMYHOCTH (XMIIEHHE U UCIIOIb30BaHUE JIMYHBIX JaHHBIX);

Kpaka JaHHBIX IUIATeXKHBIX KapT U Apyroi GuHaHCOBOM HHGOpPMALIUK;
XUIIEHUE U TIEPENpoaXKa KOPIIOPaTHBHAIX JaHHBIX;

kubepmanTax (BBIMOraTelIbCTBO JAEHET II0J YIPO30H aTakH);

aTaky ¢ MCIIONb30BaHMEM IpOrpaMM-BEIMOraTesied (ofHa M3 pa3HOBHIHOCTEH
KubeplIaHTaxa);
KPUIITO/DKEKMHT (MaHUHT KPUIITOBAIIIOT C UCIIOIB30BAHHEM HYYXKHX DECYPCOB);

KMOepLIImoHax (nony4yeHue HEeCaAaHKLIMOHUPOBAHHOI'O nocryna K
roCyAapCTBEHHBIM WM KOPIIOPATHBHBIM JIaHHBIM);

HapyueHue paboTel CUCTEM C LIeJIbIO KOMITPOMETALHH CeTH;
HapyuieHue aBTOPCKUX I1pas;

He3aKOHHOE IIPOBEJIEHHE a3apTHRIX UI'p;

OHJIAMH~-TOProOBJIA 3allPeNIeHHBIMH TOBAPaAMH;

JAOMOraTe/IbCTBa, U3roTOBJIEHHE WIIK XpaHeHUe JeTCKOH NnopHorpapum;

s GonbluMHCTBA — NpecTyIUIeHHWH,  coBepllaeMBIX B II00albHBIX
KOMITBIOTEPHBIX CETAX, XapaKTepHE! clieaylolme 0co0eHHOCTH:

1) lloBelmIeHHAs CKPBITHOCTH COBEPIIEHHS IPECTYIUIEHHs, obecrnedynBaemMas

CIIEIMPHKOH CeTeBOro WHGOPMALMOHHOIO NPOCTPAHCTBA (Pa3BHTHIE MEXaHH3MBEI
aHOHMMHOCTH, CJIOXKHOCTh UHDPACTPYKTYPEI | T.11.).




2) Tpanc 7
" eCTyr)IHHKp Oﬁ'hr‘pHHH‘IHLIH XdPaKTep CeTEeBBIX IIPeCTYIUICHHIA, PH  KOTOpPOM
p , CKT IIpecTymnHoro IOCATaTeNIbCTBA, ITOTEPIIEBIIHI MOTYT HAXOIHTHCS
Ha TEPPUTOPUAX Pa3HBIX roCy1apcTs.

3) Ofoﬁaﬂ HOLTOTOB/ICHHOCTh TIPECTYNMHUKOB, MHTE/IEKTYATbHBIH XapakTep
PECTYITHOM JeSTeTbHOCTH,

4) Hecrannaprhocrs, CJIO)KHOCTh, MHOroobpasue M YacToe OOHOBJIEHHE
CIIOCODOB COBEpIEHMS NPeCTyTeHMit 1 [IPUMEHSIEMBIX CTIelIMaIbHBIX CPEJICTB.

5) Bo3MoxHOCTH coBepiienus MpecTyIuieHusi B aBTOMaTU3UPOBAHHOM peKUMe
B HECKOJIBKMX MECTaX OQHOBpeMeHHO. B03MOXHOCTH OOBEAMHATH OTHOCHTEIHHO

clladble pecypchl MHOIMX OTACJIBHBIX KOMIIBIOTEPOB B MOLIHOE OPYAHUE COBEPLICHUA
MPECTYIUICHUA.

6) MHOro3NM301HBIN XapaKTep MpecTyMHBIX AeHCTBUI PH MHOKECTBEHHOCTH
IOTEPICBLIMX.

7) HeocBenOMIEHHOCTH MOTEPIEBIIMX O TOM, 4YTO OHH TIOABEPIITIHCE
MIPECTYITHOMY BO3IEMCTBHIO.

Kubeprnipectymnienue Bcerna moapasyMeBaeT XoTs Obl OHO U3 YKa3aHHOTO:

[TpecTyNHYIO AeATENFHOCT C IETbI0 aTaki Ha KOMIIBIOTEPHI C HCIIOIB30BaHHEM
BUPYCOB WIH JApyroro BpeaoHocHoro 0.

Ncnonb30BaHHEe KOMITBIOTEPOB JJIsi COBEPIIEHHS APYTHX MPECTYIUICHHH.
[IpuMmeps! KkuOeparTak:

- aTaK# C UCIIOJIb30BaHUEM BPEIOHOCHBIX IPOrPaMM;

- ¢umuHr (oTmpaBKa crnama (B 3JEKTPOHHBIX NHCBMax HIH [0 APYTHM
kaHanam), 9T00sl OOMaHHBIM ITyTEM BBIHYJHUTH IIOJb30BATENEd CHENaTh HEYTO, YTO
ocnabut ux 6e3omacHOCTh. PUIIMHIOBBIE COOOIIEHH MOTYT COAEPKATh 3apaXKeHHBIE
BJIOYKEHWsl, CCBUIKM Ha BpEIOHOCHBIE CaWTBl MIM NpOCkOy IIpeOCTaBHTH
KoHMOUAEHIMATBHYIO HHOPMALIHIO.

- pacnpenenenHsle DoS-ataku (HaleneHsl Ha BBIBOJ H3 CTPOS KaKoH-1HO0

cuctemsl wim ceTd. MiHorzna s nposenerus DDoS-arak ucnonssyiores yerpoiicTsa
[oT (uHTEpHETA BELIEH).

Cnoco0plI 3alIUATEl OT KUOEpIIpeCTyTUIeHUIA:
- perynspHoe ooHoBIeHue 110 u onepanuoHHO cHcTeMBI;

- MCTION30BaHNE AaHTUBHPYCHBIX IPOrPaMM U MX PEryJisipHOe 0OHOBIICHHUE:;
- UCTIOJIE30BAHUE HAJI)KHBIX MapOoJIeH;

- IPMBBIYKA HE OTKPBIBATH BJIOXKEHHBIE (aiIbl B MHUCHMAX;

- IpMBBIYKA HE NIEPEXOJUTH IO CCHUIKAM B CIaM-IIHChMaX M Ha HEJIOBEPEHHBIX
BeO-calirax;

- OCTOPOJKHOCTE TIPH Tepe/iade JTUIHOH HHpOopMaIHK;

- obuienue 1o ohUIKMaIBEHEIM KaHATAM;

- BHUMATENILHOCTE IIPH NocelieHuu Beb-caiiTos;
- peryinsipHas nposepka 6aHKOBCKUX BBIMTHCOK,
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